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ABSTRACT 

 

Scalability is a grave challenge for blockchain technology with consequent repercussions on 

performance. In recent years, scaling Ethereum has been one of the most deliberated and trending 

subjects in the crypto and blockchain space. This debate particularly intensifies during periods of high 

network activity, such as the craze of CryptoKitties in 2017, 2020’s DeFi Summer, and 2021’s crypto 

bull market. Lately, network congestion has intensified significantly due to the rising popularity of 

Decentralized Finance (DeFi), Non-fungible tokens (NFTs) and yield farming. The unparalleled 

surges in demand during these times, resulted in tremendously high gas fees, making it hard and 

expensive for commonplace users to pay for their transactions. To overcome these limitations, this 

paper aims at analysing the available Layer II scalability solutions while highlighting the main 

differences among the examined frameworks, while focusing on theoretical as well as practical real-

world aspects. The first section is an introduction about the scalability issue, the blockchain trilemma 

and the available layers of solutions. It gives a small overview about Layer1 solutions and the concept 

of sidechain and then dwells in depth on Layer 2 solutions. Since the Ethereum Layer 2 (L2s) 

ecosystem has grown tremendously in terms of the number of available systems, system architectures, 

and their complexity, a deep understanding of these systems is increasingly imperative. So, in the 

second section, we address the question of what are layer 2 scalability solutions and what do they offer, 

by doing a comparative study of types of L2s and presenting a tabular summary of the same. Then we 

analyse the trends and key aspects such as scalability, security, decentralization, privacy, etc. and 

conclude that rollups are the most effective and adopted solution. With their potential to significantly 

boost blockchain scalability while preserving transaction privacy and security, they are rightly referred 

as the Holy Grail of scaling. In the third section of our paper we then answer the questions: What 

advantages do Rollups offer? And, how have they become the most anticipated and awaited scaling 

solution of them all? We then present a comparison between Optimistic and Zk Rollup. Through 

comparative evaluations and discussions of technical challenges and future directions, we elucidate 

zkRollup's role in shaping the future of decentralized systems and the blockchain technology. In 

section four, we will do an in-depth breakdown of the implementations of Optimistic and Zk Rollup, 

by highlighting their potential and analysing the Zero knowledge proofs.  

We then conclude this paper by providing insights into Emerging Trends, Potential Enhancements 

and topics for future research and development on rollups and blockchain technology as a whole. 

 

Keywords: Blockchain, Ethereum, scalability, rollups, optimistic, zk, implementations, 

zkproofs, Layer-2 
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 [1] INTRODUCTION 

Scalability, in context of blockchain technology refers to the blockchain’s capacity to 

provide high transactional throughput and accommodate future growth. This means that as 

the adoption increases and an increasing volume of transactions occur, the blockchain 

performance won’t suffer, instead it will handle them without compromising on transaction 

speed or fees. Enhancing scalability is possible, but it comes at the expense of either security 

or decentralization or both.  

The Scalability Trilemma posits the inherent trade-off in designing blockchain systems 

between three vital Distributed ledger technology (DLT) properties: decentralization, 

scalability, and security, where improving one property typically results in compromising 

another.  

The Trilemma as defined by the Ethereum team is available here.  

“1. Decentralization (defined as the system being able to run in a scenario where each 

participant only has access to O(c) resources, i.e. a regular laptop or small VPS) 

 2. Scalability (defined as being able to process O(n) > O(c) transactions) 

 3. Security (defined as being secure against attackers with up to O(n) resources).”  

 

 

 

 

http://www.ijaconline.com/
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Source graph: 

https://miro.medium.com/v2/resize:fit:828/format:webp/0*fyQH45n6wCUREEAb 

 

Thus, in a decentralized network, having more participants (nodes) generally enhances 

security due to increased resilience against attacks, because a greater number of participants 

(due to its distributed nature) makes it harder for a single entity to gain control of the system. 

Hence, thwarting potential attacks such as the notorious 51% attack. However, this network 

growth consequentially makes reaching a consensus more time-consuming, potentially 

impacting the network's scalability. Additionally, an excessively decentralized network 

may allow easier pass for malicious actors, possibly compromising security.  

Attaining scalability remains the major challenge despite established decentralization and 

security for today’s leading decentralized networks. To tackle this problem, the search for 

the ultimate scaling solution has been one of the top priorities. 

There are 3 chief ways to scale Ethereum or actually, most other blockchains: Layer 1 

scaling (scaling the blockchain itself); Layer 2 scaling (building on top of layer 1) and 

sidechains (building on the side of layer 1).  

When it comes to layer 1, Ethereum 2.0 or ETH2 is the preferred solution. It scales 

blockchain by directly enhancing the underlying protocol to handle more transactions per 

second (TPS) through a set of interconnected changes and migration to PoS and sharding. 

It involves integrating the Proof-of-Work (PoW) blockchain into the new Proof-of-Stake 

(PoS) chain.  

  Sidechains, in contrast, are usually EVM-compatible and can scale general-purpose 

applications. They allow for experimentation and scalability improvements without directly 

impacting the main network. However, they are less secure than layer 2 solutions because 

they do not rely on the security of Ethereum and instead use their own consensus models. 

Examples include Polygon (formerly Matic) and Binance Smart Chain. 

Outside of layer 1, we have layer 2 solutions such as channels that are fully secured by 

Ethereum but work well only for a specific set of applications. Then we also have rollups 

that aim at achieving the best of all the worlds, by generating a general-purpose scaling 

solution while fully relying on the security of Ethereum. It allows for deploying all of the 

existing smart contracts present on Ethereum to a rollup with little or no changes, while not 

sacrificing security (can be used for any arbitrary contract executions). 

 

2. RELATED WORK 

LAYER-2 

How does Layer 2 work?  

Layer 2 interacts with Ethereum (Layer 1) and takes the transactional burden off of it, 

it then posts finalized proofs back to the main-chain. By doing so, the base layer becomes 

less congested, and the ecosystem becomes more scalable. An example of this is how 

sending a regular Ethereum transaction can run into hundreds of dollars during times of 

congestion. Layer 2 serves to clear this congestion and keep transaction fees low. 

When it comes to genuine Layer 2 scaling solutions there are multiple options available. A 

comparative table highlighting key differences and similarities among various Layer 2 

solutions, including Rollups, Lightning Network, Plasma, and State Channels and Validium 

is given below: 

http://www.ijaconline.com/
https://miro.medium.com/v2/resize:fit:828/format:webp/0*fyQH45n6wCUREEAb
https://zkx.fi/blogs/what-are-zk-rollups#how-does-layer-2-work
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Feature / 

Solution 

Rollups Lightning 

Network 

Plasma State 

Channe

ls 

Validiu

m 

Mechani

sm 

Transactio

ns are 

aggregated 

off-chain, 

summary 

is posted 

on-chain. 

Uses Off-

chain 

payment 

channels 

with 

bidirection

al 

capabilitie

s. 

Uses 

Child 

chains 

with 

periodic 

root state 

commitm

ents to 

main 

chain. 

Uses 

Off-

chain 

channels 

for 

stateful 

interacti

ons 

between 

parties. 

Compara

ble to 

Rollups 

but data 

is stored 

off-

chain, 

proofs 

on-chain. 

Security 

Model 

Utilises 

on-chain 

data 

availability 

and 

cryptograp

hic proofs. 

Security 

rests on 

underlying 

blockchain 

and 

participant

s' honesty. 

Relies on 

fraud 

proofs, 

Periodic 

commitm

ents to 

main 

chain. 

Security 

via 

dispute 

mechani

sms, 

perform

s on-

chain 

settleme

nt if 

disputes 

arise. 

On-chain 

validity 

proofs, 

data 

availabili

ty is off-

chain. 

Through

put 

High; 

1000-4000 

TPS based 

on the type 

(Optimisti

c/ZK). 

Very high; 

restricted 

by 

individual 

channel 

capacity. 

High; 

restricted 

by child 

chain 

capacity. 

Very 

high; 

restricte

d by the 

number 

of 

participa

nts and 

channels

. 

High; 

alike ZK-

Rollups 

but off-

chain 

data 

storage. 

Latency Low, 

however 

Optimistic 

Rollups do 

have 

challenge 

periods. 

Instant 

transaction 

confirmati

on, no 

delay. 

Low, but 

finality is 

subject to 

main 

chain 

checkpoi

nts. 

Instant 

within 

the 

channel, 

no delay. 

Low; 

instantan

eous 

proof 

verificati

on. 

Finality Immediate 

for ZK, 

deferred 

for 

Optimistic 

Instant 

within 

channels; 

is subject 

to channel 

closure for 

Is 

dependen

t on the 

root 

chain’s 

checkpoi

Instant 

within 

the 

channel; 

on-chain 

dispute 

Instant 

upon 

proof 

verificati

on. 
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(challenge 

period). 

main 

chain. 

nting 

frequenc

y. 

resolutio

n adds 

interrupt

ion. 

Develope

r 

Adoptio

n 

Moderate 

to high; 

rising 

number of 

tools and 

framework

s. 

High for 

Bitcoin; 

modest for 

other 

chains. 

Moderate

; needs 

specialize

d 

knowledg

e. 

Moderat

e; needs 

knowled

ge of 

off-

chain 

protocol

s. 

Increasin

g; needs 

understa

nding of 

ZK 

proofs. 

Security 

Risk 

Reliant on 

fraud 

proofs 

(Optimisti

c); 

cryptograp

hic 

assumptio

ns (ZK). 

Participant 

honesty 

and right 

channel 

manageme

nt. 

Probable 

centraliza

tion and 

fraud 

proof 

vulnerabi

lities. 

Dispute 

resolutio

n 

security; 

participa

nt 

uprightn

ess. 

Cryptogr

aphic 

assumpti

ons; data 

availabili

ty risks. 

Integrati

on 

Challeng

e 

Moderate; 

rollup-

specific 

integration

. 

Easy for 

payment-

related use 

cases; 

challengin

g for 

complex 

logic. 

High; 

needs 

integratio

n with 

child 

chain and 

main 

chain. 

Moderat

e; needs 

channel 

establish

ment 

and 

manage

ment. 

High; 

complex 

proof 

systems 

and off-

chain 

data 

handling. 

Emergin

g Trend 

and 

Potential 

Enhance

ment 

Improved 

fraud proof 

mechanis

ms, hybrid 

rollup 

models. 

Cross-

chain 

compatibil

ity 

interopera

bility., 

improved 

liquidity 

manageme

nt. 

More 

effective 

fraud 

proofs, 

integratio

n with 

other L2 

solutions. 

Increase

d use in 

gaming 

and 

micro-

payment 

solution

s; robust 

dispute 

resolutio

n 

mechani

sms 

Enhance

d ZK 

algorith

ms, 

hardware 

accelerat

ion. 

More 

efficient 

quantum

-resistant 

proof 

http://www.ijaconline.com/
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Regulato

ry 

Complia

nce 

Requires 

complianc

e with on-

chain and 

off-chain 

component

s. 

Needs 

adherence 

to 

financial 

regulations 

for 

payments. 

Must 

conform 

with 

main 

chain and 

child 

chain 

regulatio

ns. 

Complia

nce 

related 

to 

specific 

use 

cases 

(e.g., 

gaming, 

finance). 

Requires 

complian

ce for 

off-chain 

data 

handling 

and 

cryptogr

aphic 

standards

. 

This table outlines the crucial characteristics and differences among Rollups, Lightning 

Network, Plasma, State Channels, and Validium, across multiple dimensions relevant to 

blockchain scalability and adoption. 

 

1. Rollups 

decentralized; might involve token governance.  

• Implication for Scalability Substantial improvement over L1; broad use cases. 

• Trade-offs Scalability Bottleneck 

a) Optimistic Rollups: Incur latency due to potential challenge periods for fraud proof 

resolution. 

b) ZK Rollups: Inhibited by the computational intensity and complexity of generating zero-

knowledge proofs.  

• Notable Projects: Optimism, zkSync, Arbitrum. These are at the forefront of using rollups 

to scale Ethereum and other blockchains. 

• Ecosystem Support: Growing, strong support from Ethereum and various DeFi applications. 

Projects like Optimism and zkSync are gaining noteworthy traction and community support. 

• Integration Challenge: Moderate to High Effort; Needs understanding of rollup-specific 

mechanisms and integration of smart contracts to interact with the rollup. 

 

2. Lightning Network 

Decentralized; managed by network participants. 

• Implication for Scalability Key improvement for micro-payments and retail transactions. 

• Trade-offs Scalability Bottleneck Low Fees; Instant Transactions; Needs active channel 

management; sufficient liquidity.  Scalability is restricted by the need for liquidity in 

payment channels and the complexity of routing payments through multiple channels. 

• Notable Projects: Bitcoin Lightning Network, Lightning Labs. Principally developed for 

Bitcoin, but also explored for other cryptocurrencies. 

• Ecosystem Support: Well-Supported within the Bitcoin community, with growing 

infrastructure and application support, including wallets and payment processors. 

• Integration Challenge: Easier for payment-related use cases rather than complex smart 

contract interactions, but challenging for more complex logic due to the need for managing 

payment channels. 

 

3. Plasma 

Decentralized; managed by child chain operators. 

• Implication for Scalability High scalability for specific applications. 

http://www.ijaconline.com/
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• Trade-offs Scalability Bottleneck Potential centralization risks as child chains 

might be controlled by fewer entities. Requires periodic interaction with the main chain, 

introducing delays and costs. Bottlenecked by the need for efficient and secure fraud proof 

mechanisms and the frequency of main chain checkpoints. 

• Notable Projects: OMG Network, Polygon (formerly Matic) use Plasma to enhance 

scalability. 

• Ecosystem Support: Developing Support; Reinforced by specific projects, but overall 

ecosystem support is more fragmented compared to Rollups. 

• Integration Challenge: High Complexity; Involves integration with both the child chain and 

the main chain, along with managing fraud proofs. 

 

4. State Channels 

Decentralized; managed by channel participants. 

• Implication for Scalability High scalability for private and micro-transactions. 

• Trade-offs Scalability Bottleneck: Instant Finality and Low Fees; Limited to predefined 

participants. Managing the channels and handling disputes can be complex and may require 

locking significant funds. 

• Notable Projects: Raiden Network, Connext. Focus on simplifying off-chain stateful 

interactions. 

• Ecosystem Support: Niche Support; Mainly for applications needing instant micro-

transactions or private interactions, such as gaming. 

• Integration Challenge: Moderate Effort; Requires setup of channels and mechanisms, fit 

mainly for applications with frequent interactions between known parties 

 

5. Validium 

Decentralized; might involve token governance. 

• Implication for Scalability High scalability with efficient off-chain data handling. 

• Trade-offs Scalability Bottleneck: High Throughput and Low Costs; Balances off-chain 

data availability with the challenge of guaranteeing data integrity and security. Relies on 

trust in external data availability providers. 

• Notable Projects: StarkEx, zkSync. Use Validium to attain high throughput with off-chain 

data availability. 

• Ecosystem Support: Rising Support; Supported by advanced cryptographic projects and 

institutions, gaining traction in the DeFi space. 

• Integration Challenge: High Complexity; Requires handling zero-knowledge proofs and 

off-chain data availability solutions, offering noteworthy scalability benefits but with 

integration challenges. 

 

Cost effectiveness 

Feature / 

Solution 

Rollup

s 

Lightni

ng 

Networ

k 

Plasma State 

Channels 

Validiu

m 

Transaction 

Fees 

Lower 

than L1 

Very 

low 

Lower than 

L1;  

Very low 

within the 

channel 

Lower 

than L1 

http://www.ijaconline.com/
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Computatio

nal 

Overhead 

modera

te on-

chain. 

Lower 

off-

chain. 

minimal 

on-

chain. 

Low; 

mostly 

off-

chain,  

periodic 

on-chain 

commitme

nts. Low 

off-chain 

occasiona

l on-chain 

transactio

ns. 

Negligeab

le off-

chain  

low on-

chain. 

High 

off-

chain 

Gas Fees Reduce

d  

Minimal  Reduced Very low Reduce

d  

 

 

 
Source:https://www.theblock.co/data/scaling-solutions/scaling-overview/value-locked-of-

ethereum-scaling-solutions 

Updated: May 28, 2024 

 

Depicts: The value locked in Ethereum scaling solutions over time. As on May 27th 2024, 

Optimistic Rollup has a value of $21.86 billion, the highest among all others, followed by 

Zk rollup which has a value of $3.89 billion. Plasma holds rank 3rd with $1.03billion. 

Validium has $399.11 million while State channel has $1.55million out of a total of $27.12 

billion- which is the sum of values locked in all the represented layer 2 scaling solutions. 

The graph provides insights into how these metrics have progressed, highlighting trends in 

adoption, economic activity, security, scalability, ecosystem health, and market dynamics.  

 

3. ROLLUPS 

From the graph it is very well evident that Rollups are the preferred Layer 2 solutions 

for scaling Ethereum. This is so because Rollups bundle hundreds of transactions from L1 

off-chain, dispersing transaction fees among all users and then posting transaction data back 

to L1. By doing so they take advantage of the security of Ethereum and also provide 

efficient scaling. 

Many people believe in this view, and according to Vitalik, ETH's main man, Layer 

2 scaling and privacy are here to stay.'ETH2 scaling for data will be available before ETH2 

scaling for general computation.' In his tweet, he hinted that rollups would be the dominant 

http://www.ijaconline.com/
https://www.theblock.co/data/scaling-solutions/scaling-overview/value-locked-of-ethereum-scaling-solutions
https://www.theblock.co/data/scaling-solutions/scaling-overview/value-locked-of-ethereum-scaling-solutions
https://bit.ly/3M2HV05
https://bit.ly/3N9J1Hz
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scaling paradigm for at least a couple of years. So, here we take a deep dive 

into the world of Rollup starting with a concise overview of the fundamental differences 

and similarities between Optimistic Rollups and ZK-Rollups, highlighting their key 

features, and use cases. 

 

Feature Optimistic Rollups ZK Rollups 

Mechanism Posts summary on-chain. 

Aggregates transactions off-

chain 

To validate transactions off-

chain it uses zero-knowledge 

proofs  
Security 

Model 

Assumes transactions are valid; 

Uses fraud proofs if challenged. 

Transactions are validated 

with cryptographic proofs 

(such as ZK-SNARKs, 

STARKs). 

Throughput around 1000-2000 TPS; Higher 

than L1 

potentially up to 2000-4000 

TPS or more; Even higher. 

Latency Higher because of challenge 

period (up to 7 days). 

Lower with immediate proof 

verification. 

Finality Delayed while waiting for end of 

challenge period  

Instant upon proof 

verification. 

Transaction 

Fees 

Lower than L1; is subject to 

challenge frequency. 

Characteristically, lower than 

Optimistic Rollups; depends 

on proof cost. 

Computational 

Overhead 

Lower off-chain; possible on-

chain costs for fraud proofs. 

High off-chain (for proof 

generation), low on-chain 

verification. 

Gas Fees Less compared to L1; varies 

with fraud proof activity. 

Lower due to effective proof 

verification. 

Use Case General-purpose scaling; apt for 

DApps, DeFi. 

High-frequency trading, 

gaming, payments. 

Developer 

Adoption 

Moderate; needs handling 

challenge mechanisms. 

Growing; complex but 

maturing tools. 

Security Risk Dependent on fraud proofs; risk 

of unchallenged fraud. 

Cryptographic assumptions; 

risk in proof generation 

errors. 

Governance Usually decentralized; may 

involve token-based 

governance. 

Decentralized; may involve 

complex governance for 

proof systems. 

Regulatory Needs to ensure compliance 

with fraud proof mechanisms. 

Compliance with 

cryptographic standards; less 

regulatory clarity. 

Compliance 

Consideration 

Challenge mechanisms must 

meet legal standards. 

ZK proof methods must align 

with cryptographic 

regulations. 

 

http://www.ijaconline.com/


Journal of Analysis and Computation (JAC) 
(An International Peer Reviewed Journal), www.ijaconline.com, ISSN 0973-2861 

Volume XVIII, Issue I, Jan-June 2024 

 

306 
Akshita Jain1, Yogita Punjabi 2, Ruchi Mathur 3 

1. Optimistic Rollups  

• Implication on Scalability and Adoption Noteworthy improvement over L1; diverse 

use cases. 

• Trade-offs Scalability Bottleneck Longer finality time; challenge periods; potential 

for higher latency.  

• Implementations: Optimism, Arbitrum, Boba Network. 

• Ecosystem Support: Rising; supported by projects like Optimism, Arbitrum.  

• Integration Challenge: Easier to integrate; less computationally intensive.  

• Emerging Trend; Potential Enhancement Enhanced fraud proof mechanisms, multi-

chain compatibility; Faster challenge resolution, hybrid rollup models. 

 

2. ZK Rollups  

Feature Optimism 

 

Arbitrum 

 

Boba 

Network 

 

Metis 

 

Base 

 

Developed by Optimism PBC Offchain Labs Enya & OMG 

Foundation 

MetisDAO Coinbase 

Fraud Proof 

Mechanism 

Single-round Multi-round Single-round Single-round Single-round 

Transaction 

Costs 

Competitive Mostly lower 

than Optimism 

Comparable 

to Optimism 

optimized for 

business use 

cases. Low 

Competitive 

Ideal For (Main 

Use Cases) 

General-

purpose dApps, 

DeFi projects 

where ease of 

integration and 

Ethereum 

compatibility 

are vital 

General-

purpose dApps, 

DeFi, gaming 

that require 

lesser 

transaction 

costs and robust 

security 

mechanisms 

General-

purpose 

dApps, DeFi, 

NFTs, 

predominantly 

those needing 

hybrid 

compute 

capabilities 

and faster 

withdrawal 

options. 

General-

purpose 

dApps, DeFi, 

business 

focused 

applications 

that need 

scalability 

and 

decentralized 

governance. 

General-

purpose 

dApps, DeFi, 

institutional 

applications 

looking for 

solid backing 

and ease of 

integration. 

Governance Progressive 

decentralization 

Progressive 

decentralization 

DAO 

governance 

Decentralized 

governance 

via 

MetisDAO 

Centralized, 

transitioning 

to 

decentralized 

Interoperability Robust, with 

other Layer 2s 

and Ethereum 

Robust, with 

other Layer 2s 

and Ethereum 

Interoperable 

with 

Ethereum and 

other L2 

solutions 

Focused on 

Ethereum and 

business 

solutions 

Robust, with 

Ethereum 

ecosystem 

Adoption and 

Ecosystem 

Rising, 

supported by 

major dApps 

and DeFi 

Rising, widely 

adopted across 

DeFi 

Emerging 

ecosystem, 

focus on DeFi 

and NFTs 

Rising 

ecosystem 

with a 

business 

focus 

Rapid 

growth, 

robust 

support from 

Coinbase 

http://www.ijaconline.com/
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• Implication on Scalability and Adoption Major enhancement in 

scalability; potential mass adoption  

• Trade-offs Scalability Bottleneck High computational complexity for proof 

generation; Proof generation time  

• Implementations: zkSync, StarkEx, Polygon Hermez. 

• Ecosystem Support: Robust; reinforced by projects like zkSync, StarkWare. 

• Integration Challenge: Complex integration; requires handling ZK proofs. 

• Emerging Trend; Potential Enhancement Improved ZK algorithms, hardware 

acceleration for proof generation. More efficient, quantum-resistant proofs 

While Optimistic Rollups provide a good balance of security and performance with 

an existing developer base but face challenges with latency and finality due to the 

need for fraud proofs, ZK Rollups offer superior throughput and immediate finality 

at the cost of higher computational overhead and complexity in proof generation, 

making them ideal for high-frequency applications.  

 

4. ROLLUP IMPLEMENTATIONS  

As mentioned earlier, there are many notable projects which are currently utilising 

rollup technology and trying to minimise the limitations each type offers. A comparative 

study of some noteworthy projects both for optimistic Rollup implementations and Zk 

Rollup implementation is discussed below respectively.  

 

IV- I. Optimistic Rollup implementations:  

Comparison table summarizing key characteristics of Optimism, Arbitrum, Boba Network, 

Metis, and Base. 

Every Optimistic rollup implementation has a finality time of (7 days default), with high 

scalability and security and provides unique strengths tailored to different needs within the 

Ethereum ecosystem. 

Unique Features 

• Optimism: High EVM compatibility (close to native), simple fraud-proof system, 

robust security, and competitive transaction costs. easy to integrate 

• Arbitrum: Multi-round fraud-proof system for potentially lower costs, high EVM 

compatibility (close to native), robust security, and wide adoption. 

• Boba Network: Offers added features like hybrid compute, fast withdrawals, and DeFi 

incentives, with high security and EVM compatibility. 

• Metis: Focused on scalability and usability for business and DeFi applications with 

decentralized governance, providing high security and EVM compatibility. 

• Base: Supported by Coinbase, designed for easy integration, strong security, and 

interoperability within the Ethereum ecosystem 

The choice between these implementations rests on the specific requirements of the 

project, such as cost sensitivity, desired ease of integration, governance preferences, and 

target use cases. 

Below are the images showing the total value locked, displayed together with percentage 

change compared to 7 days ago, associated risks, stage based on its feature and maturity, 

purpose, transactions per second averaged over the past day displayed together with 

percentage change compared to 7 days ago of the various optimistic Rollup implementations 

discussed above. 
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Source:https://l2beat.com/scaling/projects/arbitrum,https://l2beat.com/scaling/projects/opt

imismhttps://l2beat.com/scaling/projects/base,https://l2beat.com/scaling/projects/metis, 

https://l2beat.com/scaling/projects/bobanetwork 

 

IV- II.  Zk-Rollup implementations: 

Before we do a comparative study of the various implementations it is necessary to 

understand the zk proofs which are of 2 types- 
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Feature zk-SNARKs 

(Zero-Knowledge 

Succinct Non-Interactive 

Arguments of 

Knowledge) 

zk-STARKs 

(Zero-Knowledge 

Scalable Transparent 

Arguments of 

Knowledge) 

Proof Size Small Larger 

Verification Time Fast comparatively slower 

Setup Requires a trusted setup No trusted setup required 

Security 

(Cryptographic 

Primitives) 

Depends on on elliptic 

curve cryptography and 

pairings 

Based on hash functions 

and information-theoretic 

security 

Quantum 

Resistance 

Not quantum-resistant Quantum-resistant 

Scalability Efficient for small to 

moderately large proofs 

Highly scalable, efficient 

for large data sets 

Transparency Requires trust in the initial 

setup phase 

Fully transparent 

Performance Efficient for small to 

moderately large proofs 

with low computational 

costs 

Highly scalable, though 

with potentially higher 

computational costs 

Adoption Widely adopted in various 

projects, e.g., Zcash, 

zkSync 

Increasing adoption in 

high-throughput 

applications, e.g., 

StarkNet 

 

zk-SNARKs: 

• Advantages: Smaller proof sizes, fast verification times, and efficient for many 

applications. 

• Disadvantages: Requires a trusted setup, which can be a security concern. 

• Ideal Use Cases: Applications where small proof sizes and fast verification are 

critical, such as privacy-focused cryptocurrencies and certain Layer 2 scaling 

solutions. 

 

zk-STARKs: 

• Advantages: No trusted setup required, quantum-resistant, and highly scalable for 

large data sets. 

• Disadvantages: Larger proof sizes and potentially more computationally intensive 

verification. 

• Ideal Use Cases: Applications needing high throughput and security without a trusted 

setup, such as high-throughput blockchain applications and data-intensive 

environments. 

Each type of zero-knowledge proof has its own set of strengths and trade-offs, making 

them suitable for different kinds of applications within the blockchain ecosystem. The 

choice between zk-SNARKs and zk-STARKs will depend on the specific requirements 
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and priorities of the project, such as security, scalability, performance, and 

the need for transparency. 

Comparison of various zk-Rollup implementations: zkSync, StarkNet, Polygon zkEVM, 

Loopring, and Manta Pacific. 

 
Feature zkSync 

 

StarkNet 

 

Polygon 

zkEVM 

 

Loopring 

 

Manta Pacific 

 

Developed by Matter Labs StarkWare Polygon, 

formerly Matic 

Network 

Loopring 

Foundation 

Manta Network 

Proof Type zk-SNARKs zk-STARKs zk-SNARKs zk-SNARKs zk-SNARKs 

Scalability High, effective for 

moderate data sets 

Very high, 

effective for 

large data sets 

High, effective 

for moderate 

data sets 

High, optimized 

for DEXs 

High, focused 

on privacy and 

DeFi 

Proof Size Small Larger Small Small Small 

Verification 

Time 

Fast Moderate Fast Fast Fast 

Trusted 

Setup 

Yes No Yes Yes Yes 

Quantum 

Resistance 

No Yes No No No 

EVM 

Compatibility 

High, zkSync 2.0 a 

for full EVM 

compatibility. 

Evolving in the 

direction of full 

compatibility 

Full EVM 

compatibility 

Limited, focuses 

on specific use 

cases 

Evolving 

towards EVM 

compatibility 

Adoption Rising, used by 

various DeFi 

projects 

Rising, used in 

high-

throughput 

apps 

Rapid adoption 

within Polygon 

ecosystem 

Widely adopted 

in DEX space 

Evolving, 

focusing on 

privacy and 

DeFi 

Ideal for 

(Main Use 

Cases) 

DeFi projects 

needing fast and 

safe transactions, 

general-purpose 

dApps 

High-

throughput 

applications, 

DeFi, gaming, 

dApps and 

data-intensive 

projects 

demanding 

scalability and 

security. 

General-purpose 

DeFi and dApps 

inside Polygon 

Decentralized 

exchanges 

(DEXs) DEX 

platforms, 

Loopring 

Exchange, 

trading platforms 

requiring high 

performance and 

reduced costs. 

Privacy-

focused DeFi 

applications 

projects 

requiring 

secure and 

private 

transactions 

Development 

Tools 

Wide-ranging 

tools and 

documentation 

Strong tools 

and 

documentation 

Comprehensive 

tools and 

documentation 

Specific tools for 

DEX 

development 

Comprehensive 

tools focusing 

on privacy 
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Each zk-Rollup implementation has its unique strengths, making them suitable 

for different types of applications within the Ethereum ecosystem: 

Unique Features 

• zkSync: Ideal for projects requiring fast and secure transactions with high compatibility 

with Ethereum. Small proof size, fast verification, high security with zk-SNARKs, 

aiming for full EVM compatibility with zkSync 2.0. 

• StarkNet: Best for high-throughput and data-intensive applications needing scalability 

and security without a trusted setup. Highly scalable with zk-STARKs, no trusted setup, 

quantum-resistant, robust security. 

• Polygon zkEVM: Suitable for projects within the Polygon ecosystem that need 

seamless integration and full EVM compatibility. Full EVM compatibility, seamless 

integration with the Polygon ecosystem, small proof size, fast verification. 

• Loopring: Optimized for decentralized exchanges and trading platforms that need high 

performance and low costs. Optimized for decentralized exchanges (DEXs), small proof 

size, fast verification, high throughput. 

• Manta Pacific: Focused on privacy, ideal for DeFi applications that require secure and 

private transactions. Focused on privacy, high throughput, low costs, built-in privacy 

features. 

Each zk-Rollup implementation addresses different needs within the Ethereum ecosystem, 

providing various advantages in terms of scalability, security, compatibility, and 

performance. The choice between these implementations will depend on the specific 

requirements of the project, including the need for EVM compatibility, trusted setup 

considerations, and the target use case. 

Below are the images showing the total value locked, displayed together with percentage 

change compared to 7 days ago, associated risks, stage based on its feature and maturity, 

purpose, transactions per second averaged over the past day displayed together with 

percentage change compared to 7 days ago of the various Zk- Rollup implementations 

discussed above. 
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Source:https://l2beat.com/scaling/projects/zksync-era 

https://l2beat.com/scaling/projects/starknet 

https://l2beat.com/scaling/projects/polygonzkevm 

https://l2beat.com/scaling/projects/loopring 

https://l2beat.com/scaling/projects/mantapacific 

 

[5] SUMMARY 

Rollup technologies represent a pivotal advancement in the pursuit to scale blockchain 

networks without compromising on security or decentralization. The comparative analysis 

of the various rollup solutions’ that we have done through this paper highlights the diverse 

styles of achieving scalability, security, and efficiency in blockchain technology and 

dealing with the blockchain trilemma. Each implementation brings exceptional advantages 

tailored to specific use cases, from general-purpose dApps and DeFi to privacy-focused 

applications and high-performance trading platforms. 

  As the ecosystem continues to evolve, the ongoing innovation and adoption of zk-

Rollups and Optimistic Rollups will play a crucial role in grasping the full potential of 

decentralized systems, paving the way for broader mainstream adoption and the 

development of a more efficient, secure, and scalable blockchain infrastructure. 

For what regards Ethereum, instead, the reasoning is a bit more complex, because the 

community, in addition to Layer 2 proposals, is heavily pushing on Eth2 development as 

main scaling solution. The apprehension, now, is to understand whether Eth2 will cause 

uselessness of all Ethereum L2 solutions presented in this work. Here, it is important to 

point out that Layer 2 technologies can integrate on top of Ethereum 2.0, as well as adapted 

implementations of Rollups are likely to be the most important scaling solutions for some 

time. As stated by Vitalik Buterin “the scalability gains from the Layer 1 improvements and 
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Layer 2 improvements do ultimately multiply with each other”. Therefore, it is 

conceivable to consider sharding and existing L2 solutions as complementary. The Layer-

3 scaling Solutions built on top of Layer-2 provide further scalability improvements and 

additional features, are rapidly evolving, and it’s exciting to witness how these innovative 

solutions will further develop and transform blockchain technology in the years to come. 

With their diverse approaches and use cases, Layer-3 solutions have the power to shape the 

future of blockchain technology and enable pioneering applications across various 

industries. 

In conclusion, Layer 2 solutions certainly represent the best presently available 

solution for solving blockchain scalability problem, without renouncing to a secure and 

decentralized architecture. Even so, ZK rollups are considerably quicker and more scalable 

than Optimistic rollups, the former combines the efficiency of Rollup technology with the 

security and privacy guarantees of zero-knowledge proofs (ZKPs).There are currently a lot 

of projects working on zkEVMs to make zk compatible EVM to further advance rollup 

technology : zkEVM (a project funded by the Ethereum Foundation), Polygon zkEVM , 

Scroll , ZKSync  (ZkSync Era is an EVM-compatible ZK Rollup built by Matter Labs, 

powered by its own zkEVM.), Starknet , Morph ( a hybrid rollup scaling solution that 

utilizes zk-proof to address the Layer 2 state challenge issue).  

Almost all present-day L2s are equipped with some form of upgrade mechanism, 

whether a code implementation upgrade or system parameters update. Given these systems 

are in their relative infancy and continue to evolve, it's reasonable to expect that these 

upgrade mechanisms will remain an essential aspect of L2s for the foreseeable future. Some 

of the future research areas that will further advance rollup technologies and ensure they 

meet the demands for scalability, security, and efficiency in blockchain applications include 

Optimization of zk-STARKs - by Reduced proof size, verification time and enhanced 

integrability. For wider adoption, creating trustless zk-SNARKs, quantum resistant 

cryptographic primitives and standard protocols for Cross-Rollup interoperability  are some 

vital areas for research.  
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