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ABSTRACT: 
 

This study examines the feasibility of utilizing keystroke dynamics for continuous authentication of 

smartphone users, addressing the rising need for enhanced security measures. Traditional password-

based authentication methods serve as the primary defense against unauthorized access to sensitive 

smartphone and online data. keystroke dynamics authentication framework seamlessly integrated into 

modern Identity and Access Management (IAM) systems to provide continuous authentication. To 

protect user privacy, we incorporate privacy-preserving techniques including permutation, substitution, 

and suppression, preventing service providers from reconstructing the originally typed text. involves 

assessing authentication accuracy using real user data, with additional analysis of the impact of 

privacy preserving techniques on accuracy. Our findings indicate a consistent Equal Error Rate(EER) 

of approximately for user classification and for user clustering when applying the permutation 

technique, like results obtained without this technique. Conversely, employing the substitution 

technique leads to an EER increase of for user classification for user clustering. Additionally, the 

suppression technique results in a proportional escalation of EER with the number of suppressed 

keystrokes. This study provides insights into the practical implications of implementing keystroke 

dynamics for continuous smartphone authentication. 

 

Keywords- Biometrics Technology, Fingerprint Reader, Mobile devices, Laptop, 

fingerprint or Digital Security. 
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[1] INTRODUCTION 
In today's daily life, the ubiquitous presence of smartphones and mobile devices 

underscores the need for robust security measures. These devices, once primarily used 

for calls, now store a wealth of personal information, and facilitate access to sensitive 

online data such as financial accounts and social networks. However, the predominant 

reliance on password based authentication methods for device access and online services 

presents significant vulnerabilities. Attackers need only obtain a single piece of 

information, whether it's a passcode, PIN, locking pattern, or password, to gain illicit 

access to a device and compromise sensitive information. Moreover, certain 

authentication methods may not be suitable for devices with limited interaction 

capabilities, such as To address these challenges, there's a burgeoning interest in 

alternative authentication strategies, particularly active or continuous authentication. This 

paradigm involves the ongoing verification of a user's identity through beta mimetic 

techniques that monitor their interactions with the device. This study aims to augment 

existing authentication systems with continuous authentication capabilities by integrating 

keystroke dynamics—a technique that identifies users based on their typing rhythm. 

While keystroke dynamics have shown promise in authenticating desktop and laptop 

users, their efficacy for smartphones, given the virtual nature of the keyboard, remains a 

subject of investigation. Our research evaluates the suitability of keystroke dynamics for 

smartphone authentication using three distinct datasets. Furthermore, privacy concerns 

arise when implementing continuous authentication techniques, as service providers may 

misuse collected keystrokes to reconstruct users' original input. To mitigate these privacy 

risks, we incorporate privacy- preserving techniques into our solution. The structure of 

the paper is as follows: Section II provides an overview of related work on keystroke 

dynamics and continuous authentication, offering in sights into existing techniques. In 

Section III, weel aborate on our proposed solution. Section IV presents the results of 

experiments conducted to assess the effectiveness of our solution. Finally, Section V 

concludes the paper. 

 

[2] RELATEDWORK 

Behavior metrics are metrics that quantify human behavior to recognize or verify a 

person's identity. Numerous studies have explored the application of behavior metrics to 

achieve continuous and non-intrusive authentication, analyzing user interactions 

throughout a session. Various behavior metrics, including keystroke dynamics, mouse 

movements (along with display resolution), CPU and RAM usage, stylometry, and web 

browsing behavior, have been investigated for user identification and verification. 

Keystroke dynamics, which identify users based on their typing behavior, have shown 

superior results compared to other behavior metrics in previous research. Despite being 

studied since 1980, keystroke dynamics remains a compelling research area, with recent 

focus shifting towards their application in While many 
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algorithmsutilizingmachinelearningtechniqueshavebeenproposedforanalyzingkeystroke 

dynamics on smartphones, studies have also demonstrated good accuracy using statistical 

techniques. Notably, Ginette etal. Introduced a novel measure called the "degree of 

disorder" to discern whether two typing samples likely belong to the same person. This 

measure serves as a distance metric, enabling the development of various authentication 

strategies. Although their techniques were not specifically tailored for smartphone 

authentication, our solution builds upon their work [12]. This study aims to assess the 

efficacy of utilizing keystroke dynamics as a behavior metric for continuously 

authenticating smartphone users. To gather and analyze behavioral data, both a client and 

a server component are necessary. The client component records keystrokes whenever 

the user types on the smartphone keyboard, while the server component collects and 

conducts authentication operations continuously. Our design approach facilitates 

seamless integration with an Identity Access Management (IAM) system, particularly 

ForgeRock’s Open AM authentication system, which offers pre-built authentication 

modules and supports external authentication services. With integration with Open AM 

in mind, we developed a continuous authentication framework featuring RESTful APIs 

accessible by the Open AM system[13]. The authentication strategies employed by this 

framework hinge on a distance measure proposed by Ginette et al. This measure assesses 

the similarity between typing samples generated by users, thereby underpinning the 

authentication process. Understanding how this distance is computed is crucial for 

comprehending the authentication mechanism. Additionally, we introduce three privacy- 

preserving techniques aimed at preventing untrusted service providers from 

reconstructing the text typed by users [15]. To compute the distance between two typing 

samples, we adopt the methodology proposed by Ginette et al. Users' typing samples 

consist of sequences of keystrokes, which can be reorganized into sequences of n-graphs 

for a chosen value of n. Each n-graph represents a sequence of n keys and the latency 

between them, reflecting the time duration between the pressure of the first and the nth 

key. Once the value of n is determined, we calculate a distance, denoted as d, between 

two typing samples, E1 and E2. This distance is computed by assessing both the degree 

of disorder and the similarity between the two samples. Initially, the n-graphs of the two 

typing samples are arranged in ascending order based on their time duration and filtered 

to retain only common n-graphs shared by both samples. The disorder is then determined 

as the sum of the distances between the position of each element in the two arrays. For 

instance, considering arrays A=[2,5,1,4,3]and A’=[3,1,2,5,4],the disorder would be 

computed as(2+2+1+1+4)=10.Thismeasureconsiders that while a user may vary in typing 

speed, certain key combinations are consistently typed faster than others. The resulting 

value is normalized by dividing it by the maximum disorder value two n-graphs, if d1 

and d2 represent the time durations of the same n-graph, they are considered similar if 1< 

max (d1, d2)/min (d1, d2) for a constant t> 1. The similarity between two samples is then 

calculated as 1 minus the ratio of similar n-graphs between S1 and S2 to thetotal number 

of n-graphs shared by E1 and E2. The final distance is determined by combining these 

two measures: disorder and similarity [9].To facilitate authentication operations, the 

framework needs to generate and retain user typing models. Following an initial training 
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phase, where these models are constructed, the verification of user identities involves 

comparing typed keystrokes against their respective reference models. Each user model 

is represented as an NxM matrix, where each row corresponds to a user typing sample, 

composed of M digraphs [10]. During the training phase, as N typing samples are 

collected fora user, the system computes the mean distance between all training typing 

samples. In this scenario, the mean distance for user A'styping samples would be 

calculated by averaging the distances between all pairs of typing samples. The value 

m(A) serves as a representation of how a specific user A interacts with a keyboard. 

Following the model's training phase, subsequent keystrokes received from user A are 

utilized for authentication purposes. To verify a user's identity, the framework 

implements two modes of operation:smartphone authentication [1]. 

 

[3] COMPARATIVE ANALYSIS 

A. To validate the results of the experiments, the k-fold cross validation method was 

employed due to the absence of a predefined distinction between training and testing 

data in the datasets utilized. Specifically, a3-fold cross-validation approach was 

chosen, as it necessitated enough keystrokes to construct an adequate number of 

typing samples for the testing phase. This method partitions the dataset into three 

subsets, using two subsets for training and one for testing in each iteration, ensuring 

robust evaluation of the system's performance across various data samples [8]. The 

outcomes of the experiments conducted utilizing in [12] ]the third dataset, which 

involved users freely texting on smartphones are presented in this subsection. These 

findings are subsequently contrasted with those obtained from the other two datasets. 

Both modes of operation of the proposed framework were examined and evaluated. 

 

Fig1. Process of Issuing Money Pad 

 

B. The initial findings for the classification mode are depicted in FigureIV-B. The graph 

illustrates that as the number of digraphs comprising a typing sample increase, there 

is a notable enhancement in overall performance. The most substantial improvement 

in performance is observed when typing samples consist of40-50 digraphs, resulting 

in False Acceptance Rates (FAR) and False Rejection Rates (FRR) ranging between 

15% and 20% [3]. 
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A threshold parameter was introduced to determine the proximity of a typing sample to 

the user model, dictating whether it is recognized as belonging to that user. Adjusting this 

parameter allows for obtaining different values of False Acceptance Rates (FAR) and 

False Rejection Rates (FRR). this experiment, the EER was identified as the intersection 

point of the FAR and FRR in Figure IV-B, yielding a value of 16%. 

 

 

[4] CONCLUSION AND FUTURE WORK 

In conclusion, the comparative analysis of studies on continuous user authentication on 

mobile devices reveals a diverse range of approaches and advancements in the field. 

From the integration of biometric and PIN authentication for enhanced security in 

internet banking to the exploration of federated machine learning-based active 

authentication systems, researchers have contributed significantly to addressing the 

evolving challenges of securing mobile devices. The introduction of novel frameworks 

like Gait2vec for continuous authentication based on gait behavior and warmup and 

transfer knowledge- based federated learning approaches demonstrates the innovation 

driving this field forward. Additionally, the development of benchmarks like LEAF and 

FedML facilitates benchmarking and comparison of different authentication methods. 

Overall, these studies underscore the importance of continuous innovation and 

collaboration in ensuring robust and effective authentication mechanisms for mobile 

devices, addressing both security and user privacy concerns. link. 
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